Parabola Volume 18, Issue 3 (1982)

SECRET CODES

BY
JOHN LOXTON

The art of writing secret messages, intelligible to those who are in possession
of the key and unintelligible to all others, has_been studied for centuries, Military
gentlemen’ and spies depend on secret codes for their.very existence. On the other hand,
every self-respecting Ministry of Information employs legions of rather pale people
with eye-shades to decipher méssages intercepted from the enemy. The computer revoly-
tion has had an enormous impact on this world. Since the ‘coding and decoding no longer
haVe'tobe done by hand, much more complicated schemes'can be used. The computer has
aiso created new uses for secret codes. In the not so distant future, some sort of

electronic message may be the only record of a Contract Or a business transaction,
Now'a bit of memory in a computer cannot be signed, sealed and witnessed in the samé
-way as a piece of parchment. How can'the electronic record be stored so that qts
authenticity can be'verified.and.so that no-one can change the contents of the record
without proper authorisation? This series of articles will explore secret codes, both
'ahcient and modern, and describe some of the recent developments in this fascinating
subjeCt.

The essential feature of the secret codes considered here is that the information
they contain should remain hidden from anyone who might obtain copies of the messages
transmitted but who does not know the key. The ancient Romanngre-said to have
communicated secret messages by shaving a slave's head, inscribing the message on his
scalp and then sending the slave to deliver the message after his hair had grown back
again. This is ingenious, but it is not @ secret code. A method for converting a
pTajn—tekt message into a secret message has two basic parts, namely the encryption
system which is fixed, and the key which may vary from message to message. It is
feasonab]e to assume that the enemy has full knowledge of the encryption system
because this will be used over @ long period and will be known to many secret communi -

cators. The security of the system depends on the difficulty ﬂ1disc9vering the key from
secret messages that happen to be intercepted. One thing that works in favour of the

of the message,
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SUBSTITUTION SYSTEMS

The simplest encryption system, one form of which goes back to Julius Caesar,
is the substitution system in which the same plain-text letter is always represented
by the same equivalent in the secret message. The key for the system is the substi-
tution alphabet which consists of & plain-text s5equence and a cipher sequence, written
one above the other, The plain-text letter is found in the plain-text sequence and
replaced by the corrvesponding letter in the cipher sequence. For example, with the
substitution alphabet

Plain text ABCDEFGHIJKLMNOPQRSTUVHXYZ
Cipher QWERTYUTOPASDFGHIKL ZXCVBNM

the sentence THIS IS AN ARTICLE ON SECRET CODES would be enciphered ZI0LO LQFQK
ZOEST GFLTE KTZEG RYL. It is traditional to divide the enciphered message into groups.
of five letters each because of international telegraph regulations. The following

BASIC pragram devised for the APPLE 11 computer wilj encipher and decipher meésages
according to this system,

100 HOME . o ‘ : ‘

110 FRINT  Tak< A2 TMONGALFHARETIC SURBTITUTION CONE" 4 FRINT

L2 DIM A$R8)s2¢(26) v

130 FRINT "SET UF THE SUBSTITUTION ALFHARET"

140 FRINT “ENTER THE 26 LETTERS & TO 2 IN SOME"

150 PRINT “ORDER AND FRESH RETURN/ "¢ PRINT

160 FPRINT *PLAIN-TEXT: QHCDEFGHIJNLMNOPQRSTUUHXYZ""

170  INPUT °CIPHER ¢OtERGE PRINY

180  IF LEN (B$) « = 24 THEN BOTO 130

190 FOR J = i TO 261A8(H) =  MIbg (Bopdedde NEXT J

200 R$ = "y FOR J = LT0 2638% = Rg 4 As¢)) g NEXT
£

210 PRINT "VERIFY THE SUESTITUTION ALPHARETY ! FRINT
220 PRINT “"PLAIN-TEXT ABCHEFGHL UKL MNOFQRSTUVWXY Z ¥

230 PRINT *CIFHER CF TERGT PRINT
300 « FRINT “CHOOSE THE ALTERNATIVE REQUIRED" ! PRINT.
G310 FRINT  TARC S)sq, CHAMNGE SURSTITUT LON®

320 FRINT  TAR( S¥EN2, ENCODE

330 FRINT  TARC %353, DECODE"

340 PRINT  TAE( Sdrasta. EXITH

BE0 INFUT “ENTER Ty2y3 DR 4 ANDY FRESS RETURN 512 HEME
S60  IF I = § THEN GODTO 130

370 IF I = 2 THEN GUTO 41.0

B0 IF X = 3 OTHEN BV 610

390 GOTO 920 ]

400 REM ENCODING ROUTINE ;

410 PRINT *TYPE PLAIN-TEXT MESSAGE " ‘

4207 PRINT "TEXT MUST NOT EXCEED 250 UHARACTERS

430 PRINT "CHARACTERS OTHER THAN A°T0 Z ARE TGNORED®
440 PRINT °FINISH WITH TRETURN’ ® ¢ BRINT
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QEC
GEG

476
480
4P

540
550
C 560

570

580
L8590
00
GO
620
630
- &40

650

H60

AH70°

ARG

2007

710
720
730
740
750
- 760
770
780

799,
800

510
820
Q?00
910
G20

Although there are an enormous numb
261 ~ 10%6

based on
standard

INPUT M$ D FRIN
B o= LEN (M$)!'I = ¢iCh = nv
FOR o= 1 10 &
X.= ASC € MIRE (M$sJs1)) - 44
IF X 2 28 O X < P ITHEH  BOTO %50
C$ = €% 4 AS(XIIT = T + 1 :
-1 €5 THEN GOTQ 530

, C$ I s 4 $+ " "I e O

NEXT )
FRINT "CIPHER TEXT": FRINI
N o= LEN (C$Y2f =
AF N < m X6 THEN  GOTO 590
FRINT -MIDe (Cdsle3d)
N o= N o~ 3631 = I 4+ 361 BOTO 560
CFRINT  MID$ (CHeI)! FRINT § GOTO 900
REM DECODING ROUTINE :
CFOR J-= 1 TD 26
X = ASC (A%LD) - 64
ZH(X)Y = CHRS ¢J + &4)
NEXT - :
FRINT "YYFE THE CIFHER MESSAGE" el
FRINT "TEXT MUST NOT EXCEED 250 CHARACTERS®
FRINT - "CHARACTERS QOTHER THAN A TO 2 .ARE IGNOKED®
FRINT "FINISH WITH "RETURN‘*: FRINT -
INFUT Céi FRINT
N = LEN (C$)tpMs = "»
FOR J = 1 TO N

Xo=oAashk ¢ MIDS (CHedrl)) ~ 64

IF X > 26 Oft X < 1 THEN 6OTO 750
ME = MS 4 ZH(X) '

NEXT J o

FRINT . "FLAIN-TEXT MESSAGE"S FRINT
N = LEN. (M$)31 = 1

IF-N < = 40 THEN GOTO 820

FRINT  MID$ (M$:1240)
N =N~ 400 =1+ 40

GOTO 780

FRINT  BID$S (M$»1)3 PRINT

INFUT “FRESS  KETURN' TO RETURN 1O MENU *§X$
GOTH 300

EN L

tetters and the most trequent digraphs and trigraphs are as follows
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er of different substitutions, in fact
» the simple substitution cipher is fairly easy to crack. The method is
the relative frequencies of the individual letters of the alphabet n
English text, together with the relative frequencies of their combinations

with each other In Engiish, the relative frequencies of occurence of the individua)l



Letter Frequency Letter Frequency  Digraph Frequency

E 131 U .028 TH .034
T .090 M .026 HE .026
0 .082 P .022 AN .019
A .078 Y .015 ER .019
N .073 W .015 ON .019
I .068 G .014 RE .017
R .067 B .013 IN .014
S .065 v .010 ED .014
H .059 K .004 ND .014
D .044 X .003 AT .013
L .036 J .001 OF .013
C .029 Q .001 OR .012
F .028 z .001 "HA .012

EN .011

NT 0N

Trigraph

THE
AND
THA
HAT
EDT
ENT
FOR
ION
TIO
NDE
HAS
MEN

Frequency

.015
.005
. 004
.003
.003
.003
.003
.003
.003
.003
-002
.002

Once a few identifications have been made, by identifying the high frequency letters

or detecting common word patterns, a complete solution follows readily,
substitution can be cracked from about 25 to 50 characters of the cipher
following program will perform the rather tedious letter counts, but huma

is required to make the identifications.

100 HOME

110 FRINT = MONOALFHARETIC SUBSTITUTION SOLVER" ¢

120 DIM AC26)5B(26526)
130 FRINT “TYFE THE CIFHER MESSAGE®
140  FRINT °*TEXT MUST NOT EXCEED 250 CHARACTERG®

150 PRINT *CHARACTERS OFHER THAN A TO 7 ake TGNORED ™

160 FRINT *FINISH WITH "RETURN "¢ PRINT
L700 TNFUT C4EN =  |LEN (%)

180 FOR 1 = 1 70 200604) = 0! FUR K = 1 TO ZEIBCIyK) =

190 FOK 4 = 1 TO NEX = aBC ( MIDg (Chydeldy - 64

195 IF X = ¢ aND X o <7 THEN  GOTO 2008 NEXT o
200 AIX) = ACX) + L3I = 1

2LO FOR 0 o= TO N

220 Y = ASC ( MiDe (Cedrld) - 64

230 IF Y < 1 O Y JEOTHEN  GOTO 250

240 ACYY = ACY) + TIBOXY) - BUXeY) 4 1311 = I+ 11X = v

250 NEXT

260 FOR J = 1 YO “HEIACSY = INT 100 %k A L+ 00D FOR K
265 BOJyK) = 1N CLOO % BCIsK)Y 7/ (I ~ 1) 4 Qelidt NEXT K3 NEXT

270 HOME 3 ERINT "LETTER FREQUENCIES (ZY": FRINT
280 N$ = *=

296 FOR J = § 10 26

J00 X% = STk CACDIDIN = LEN (X$)
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FRINT

03 NEXT K

.

Usually, the
text. The
n intervention

§ONEXT
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L0 dF N = L THEN BUTHD B30
S20 D o= Deo4 X4 b " L B0v0 sau
LieRol LR U S S R

lerRINT
AA40 0 NEXT U i . R
358 PH?NT R > N ¢ S [ I i M i JOR k. M"3 FHle Lhﬁ[%_(bi{ﬁ??t
%60 PRfNT N0 = ] Iy 8 T W] VoW X Y Z"Y FRINT REGHT$ (U%rﬂiﬁ
370 FRINT "COMMON DIGRAPHS (ZY" e PRINT LPRt

2E0 I o= "y ow O
390 FOR J = 1 T0 26

400 FOR W = 1 TD 26 5
410 1F BOGJyK) < 2 THEN  GDTU ﬂhOv
420 X4 = GTRE (BCJsKIIiN - LB X )

AZG TF N = 1 THEN X$ = " " 4 x¢ ‘ 3 | 55 S
440 D¢ = 0%+ CHRS (S + 640 +  CHRS (K 4 &4y 4 © + X4+ T T Y |
450G NEXT 'K

460 NEXT J

470 J = o o

480 IF I < 6 THEN GOTO 5 I . '

450 - PRINT  MINS (U$yJs35080 = 1 = 560 = J 4+ 35 GOTO 480

H00  FRINT  MID$ (0%,.J)

510 END

There are some secret messages for you to try to crack
(Solutions are on page 23.)

(1) GPJIKP VRPGG PJKGO HGDCG OKSTK CGDPR
UOKGO KVGDC RPJLK VDRGO KEDRZ GPCTA
AKVGO KCLDR NCHRZ HVVPU CPAPT GVHNK
PTCAP VGTRK PVGPG HWKTI HVECH NHDRC
GHCKH PAGVP TJLKC HRZJF PIIPC DRNKR
ZGOKE

(2) UIEHR PUEPU QPAAE GUIRL UVEQU JEPUR
LUIWX HRCVX EQXXG EHWLW EAWPU IEXNF
FQYCX QPAPR UEXWP AWHQU EUIQU WUWXW
PUEPA EALRV XUCAE PUXSI RIQOE HRJGF
EUEAU IEXHI RRFHE YUWLW HQUEJ QUIEY
QUWHX HRCVX E

(3) EKUQN UREKU PCHXN UQTEK UKVIQ EUTHP
UAPUC HXMEQ EKUPH RQWEK UPCHX NUPQT
EKUQE KUNEB QPAYU P

Readers are invited to improve the computer programs in this article. Can you
automate more of the solution procedure?

What about other codes? Write and tell us about any interesting codes you have
come across., Further articles on this subject are being planned, going on to describe
Some recent exciting developments in coding theory,

< ¢ <S>
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